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S6: 39 /CHHVN-KHCNMT Ha Ngi, ngdy 06 thang 01  nam 2025
Vv canh bao 10 hong bao mat.

Kinh guri:
- Cac don vi truc thudc;
- Cong ty TNHH MTYV Thong tin dién tr hang hai Vi¢t Nam.

Cuc Hang hai Viét Nam nhan duoc thong tin canh bao tir cac co quan chirc
nang V& rai ro an toan thong tin lién quan dén san pham cua Microsoft: Windows
va céac thanh phan cua Windows, Office va cac thanh phan caa Office, SharePoint
Server, Hyper-V, Defender cho Endpoint, System Center Operations Manager. Cac
156 hdng bao mat nay cho phép ddi tuong tin cong thuc thi méa tir xa. (Thdng tin chi
tiet tai phu luc kém theo).

Pé bao dam an toan thong tin, an ninh mang cho Hé théng cong nghé thong
tin cua Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Théng tin dién tr hang hai Viét Nam va cac don vi
truc thudc chua dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha nang bi anh huong
boi cac 16 hong an toan théng tin néu trén. Cha dong theo ddi cac thdng tin lién
quan dén cac chién dich tan céng mang dé thuc hién ngan chian nham tranh nguy
co bi tan cong.

2. Tang cudng giam sat va san sang phuong an xur Iy khi phat hién c6 dau
hiéu bi khai théac, tan cong mang; dong thoi thuong xuyen theo doi kenh canh béo
Cua cac co quan chuc nang va cac t6 chic vé an toan thong tin dé phét hién
kip thoi cac nguy co tan cdng mang.

Truong hop can thiét, lién hé vaoi Trung tdm Cong nghé théng tin - Bo Giao
thong van tai (éng Duong Pinh Trung - sé dién thoai 0985366388), Phong Khoa
hoc - Cong nghé va Mai trudong, Cuc Hang hai Viét Nam (6ng Bui Ngoc Thi - s6
dién thogi 0374596606) va cac co quan chirc niang vé an toan thong tin, an ninh
mang dé dugc hd tro xir y.

Cuc Hang hai Viét Nam yéu cau céac don vj trién khai thuc hién./.

Noi nhin: (% KT. CUC TRUONG
-Nhu trén; PHO CUC TRUONG
- Cuc trudng (dé b/c); o~

- Luu: VT, KHCNMT.




Phu luc

THONG TIN VE CAC LO HONG BAO MAT

TRONG SAN PHAM MICROSOFT

1. Théng tin cac 16 hang

STT| CVE Mo ta Link tham khao
- Biém CVSS: 7.8 (Cao)
- M6 ta: L6 hong trong Windows Common Log
CVE- File SyStem. ADmer cho p}}ep do;l mq?g ;tan https://msrc.microsoft.com/
cong thuc hién leo thang ddac quyén. Lo hong . -
1 | 2024- | ", e, X update-guide/vulnerability/
49138 hle_:p dang bi khai thac trong thuc te?. CVE-2024-49138
- Anh huong: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022, 2025.
- Piém CVSS: 9.8 (Nghiém trong) _ .
CVE- | Mo ta: LS hong trong Windows Lightweight https.//msrc.mlcrosoﬁ.f:(_)m/
2024- 2 .| update-guide/vulnerability/
Directory Access Protocol (LDAP) cho phép
49112 | ;. LA VN CVE-2024-49112
2 doi tugng tan cong thuc thi ma tir xa. _ .
CVE- . . X https://msrc.microsoft.com/
2024- ;N‘.A‘gh h“"sng' W’;‘gggvszég’z V‘é'(;‘ldngoié update-guide/vulnerability/
indows Server , , ; )
49127 2022, 2025. CVE-2024-49127
- Biém CVSS: 8.8 (Nghiém trong)
CVE- | - Mo ta: Lo hong trong Windows Hyper-V cho | https://msrc.microsoft.com/
3 | 2024- | phép doi twong tan cong thyc thi ma tr xa. update-guide/vulnerability/
49117 |- Anh huong: Windows 10, Windows 11, | CVE-2024-49117
Windows Server 2022, 2025.
- Biém CVSS: 8.1 (Nghiém trong)
- M6 ta: L6 hong trong Lightweight Directory
CVE- | Access Protocol (LDAP) Client cho phép doi | https://msrc.microsoft.com/
4 | 2024- | tugng tan cong thyc thi ma tir xa. update-guide/vulnerability/
49124 | - Anh huong: Windows 10, Windows 11, | CVE-2024-49124
Windows Server 2008, 2012, 2016, 2019,
2022, 2025.
- Biém CVSS: 8.1 (Nghiém trong)
- M6 ta: L& hong trong Windows Local
Security  Authority  Subsystem  Service i
CVE- e LA .| https://msrc.microsoft.com/
5 | 2024- (L~S ?‘SS) cho phep doi tuong tan cong thye thi update-guide/vulnerability/
49126 | MM XA CVE-2024-49126

- Anh huéng: Windows 10, Windows 11,
Windows Server 2008, 2012, 2016, 2019,
2022, 2025.




STT| CVE Mo ta Link tham khao
- Piém CVSS: 7.4 (Cao)
- Mo ta: LS hong trong Microsoft SharePoint
CVE- | cho phép ddi twong tin cong thuc thi ma tir xa. | https://msrc.microsoft.com/
6 | 2024- |- Anh hudng: Microsoft SharePoint Server | update-guide/vulnerability/
49070 | Subscription Edition, Microsoft SharePoint CVE-2024-49070
Server 2019, Microsoft SharePoint Enterprise
Server 2016.
- Piém CVSS: 8.2 (Cao)
- Mo ta: L6 hong trong Microsoft SharePoint
CVE- fﬁ;nggzg (if;éfluqng tan cong thyc hién leo https://msrc.microsoft.com/
! 28538 - Anh_ huong: Microsoft SharePoint Server g?étezgzu idjgggg erability/
Subscription Edition, Microsoft SharePoint
Server 2019, Microsoft SharePoint Enterprise
Server 2016.
- Piém CVSS: 7.8 (Cao)
- M6 ta: L hong trong Microsoft Access cho
CVE- | phép dbi tuong tin cong thyc thi ma tir xa. https://msrc.microsoft.com/
8 | 2024- |- Anh huong: Microsoft Access 2016, | update-guide/vulnerability/
49142 | Microsoft Office LTSC 2021, 2024, Microsoft | CVE-2024-49142
365 Apps for Enterprise, Microsoft Office
20109.
- Piém CVSS: 7.8 (Cao)
CVE- | _ Mé téf Lo hén;g tr? ne MicrogoftNE‘xceI cho https://msrc.microsoft.com/
phép doi tugng tan cong thyc thi ma tir xa. . -
9 | 2024- : \ . . update-guide/vulnerability/
49069 | - Ar_lh huong: Microsoft Exce;l 2016, Microsoft CV/E-2024-49069
Office LTSC 2021, 2024, Microsoft 365 Apps
for Enterprise, Microsoft Office 2019.
- Piém CVSS: 5.5 (Cao)
- M6 ta: Ld hong trong Microsoft Office cho
phép doi tuong tan cong thuc thi ma tir xa. _ .
10 %ﬁ - Anh hudng: Microsoft Wor_d 2016, Microsoft ngztgrgarge%ﬁm:?;ﬁﬁ?//
49065 Office LTSC_2021, 2(_)24, Mlcrosof_t 365 Apps CVE-2024-49065
for Enterprise, Microsoft Office 2019,
Microsoft SharePoint Server 2019, Microsoft
SharePoint Enterprise Server 2016.

2. Hwéng din khic phuc

- Tang cudng giam sat va sin sang phuong an xtr 1y khi phat hién c6 du hiéu
bi khai théc, tdn cong mang.

- Thuong xuyén theo doi kénh canh bao cua cac co quan chirc nang va cac t6
chirc vé an toan thong tin dé phat hién kip thoi cac nguy co tan cong mang.




3
- Kiém tra, ra soat, xac dinb méy tinh sﬁ: dung hé diéu hanh Windows c6 kha
nang bi anh huong. Bién phap tot nhat d€ khac phyc 1a cép nhét ban va cho cac 16
hong an toan thong tin noi trén theo hudng dan cua hang.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://lwww.zerodayinitiative.com/blog/2024/12/10/the-december-2024-
security-update-review
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