BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM

CUC HANG HAI VIET NAM Péc lap - Tw do - Hanh phuc
S6: 1719 /CHHVN-KHCNMT Ha Ngi, ngdy 26 thdng 4 ndm 2024
Vv canh bao cac 16 hong bao mat thang
4 nam 2024.
Kinh gui:

- Cac don vi truc thudc.
- Cong ty TNHH MTYV Thong tin di¢n tir hang hai Vi¢t Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin canh bao vé nguy co tAn cong
mang lién quan téi cac 16 hong bao mat trong cac san pham ciia Microsoft
(Microsoft (Exchange Server, Windows Hyper-V, Open Management
Infrastructure (OMI), SharePoint Server, Skype for Consumer, Remote Procedure
Call Runtime (RPC), SmartScreen, Defender for loT, Outlook for Windows, Thu
vién nguon me libarchive, Excel, DNS Server, Proxy Driver) va phan mém PAN-
0S. Cac 16 hdng bao mat nay cho phép ddi twong tan cong thuc thi ma tir xa.

Pé bao dam an toan, an ninh mang cho Hé théng cong nghé thong tin cua
Cuc Hang hai Vi¢t Nam va cac don vi truc thugc, Cuc Hang hai Viét Nam yéu
cau Cong ty TNHH MTV Théng tin dién tir hang hai Viét Nam va cac don vi truc
thudc chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat va xac dinh may tinh, may chu s dung Hé diéu hanh
Windows ¢6 kha nang bi anh huong; va thuc hién cap nhat ban va kip thoi dé
tranh nguy co bi tan cong (chi tiét tai Phy luc 01 gui kem theo).

2. Kiém tra, ra soat cac phan mém PAN-OS dang sur dung c6 kha nang bi
anh hudong; va thuc hién nang cap 1én phién ban méi nhat dé tranh nguy co bi tin
cong (chi tiét tai Phy luc 02 gui kem theo).

3. Tang cuong giam sat va san sang phuong an xt ly khi phat hién c6 dau
hiéu bi khai thac, tan cong Mmang; dong thoi thuong xuyeén theo doi kénh canh bao
Cua cac co quan chirc nang vé an toan an ninh mang dé phat hién kip thoi céc
nguy co tan cdng mang. Truong hop can thiét, lién hé véi Trung tam Cong nghé
thdng tin - Bo Giao thong van tai (6ng Duwong Dinh Trung - s6 dién thogi
0985366388) va cac co quan chirc ning vé an toan, an ninh mang dé duoc hd trg
Xt ly.

Cuc Hang hai Viét Nam yéu cau céac don vj trién khai thue hién./.

Noi nhgn; 17— KT CucC TRUUNG
- Nhu trén;

- Cuc trudng (dé b/c):
- Luu: VT, KHCNMT.




PHU LUC 01

Théng tin vé cac 16 hdng bao mat trong san phim ciia Microsoft

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Biém: CVSS: 8.8 (Cao)
CVE- iEM}? ta: I,;O honghtro}r:,g |(\i/|AI'CI‘OSOft https://msrc.microsoft.com/update-
1 | 2024- xehange Server ca0 pacp 4ot frong guide/vulnerability/CVE-2024-
26198 tan cong thuec thi ma tur xa 6198
- Anh huong: Microsoft Exchange
Server 2016, 2019
- biém: CVSS: 8.1 (Nghiém trong)
- M6 ta: L& hong trong Windows
CVE- Hyper-V cho phép dbi twong tan | https://msrc.microsoft.com/update-
2 2024- cong thyc thi mé tr xa guide/vulnerability/CVE-2024-
21407 - Anh huwong: Windows 10, | 21407
Windows 11; Windows Server 2012,
2012 R2, 2016, 2019, 2022
- biém: CVSS: 5.5 (Nghiém trong)
- MO ta: L& hong trong Windows
CVE- cHﬁm%e:;\zc Tﬂlilgn ?gﬁiégglt&tiqhg? d}iﬂ https://msrc.microsoft.com/update-
3 2024- : ' : guide/vulnerability/CVE-2024-
21408 | V¥ (DOS) 21408
- Anh huong: Windows 10, Windows
11, Windows Server 2016, 2019,
2022
- biém: CVSS: 9.8 (Cao)
- M6 ta: L& hdong trong Open
CVE- I\;Ilana}gljgmgg_t Infrastgructy re th(ONtlrI]) https://msrc.microsoft.com/update-
4 2024- eho Puep col tuong tan cong thuc thi guide/vulnerability/CVE-2024-
21334 ma tur xa 21334
- Anh huong: OMI; System Center
Operations Manager (SCOM) 2019,
2022
- Piém: CVSS: 7.8 (Cao)
- M6 ta: L hong trong Microsoft
SharePoint Server cho phép ddi
CVE- tugng tan cong thuc thi ma tir xa https://msrc.microsoft.com/update-
5 | 2024- - Anh huéng: Microsoft SharePoint | guide/vulnerability/CVE-2024-
21426 Enterprise Server 2016, Microsoft | 21426

SharePoint Server 2019; Microsoft
SharePoint  Server  Subscription
Edition




STT CVE Mo ta Link tham khao
- biém: CVSS: 8.8 (Cao)
CVE- - Mb ta: L& héng trong Skype for | https://msrc.microsoft.com/update-
6 | 2024- Consumer cho phép doi tugng tan | guide/vulnerability/ CVE-2024-
21411 cong thyc thi mé tr xa 21411
- Anh huong: Skype for Consumer
- biém: CVSS: 8.8 (Cao)
- M6 ta: L& hdng trong Remote
Procedure Call Runtime (RPC) cho _ .
CVE- phép déi tueng tin cong thuc thi ma https.//msrc.ml_cr_osoft.com/update-
7 | 2024- . guide/vulnerability/CVE-2024-
20678 tu xa 20678
- Anh huong: Windows 10, Windows
11; Windows Server 2008, 2012,
2016, 2019, 2022
- biém: CVSS: 8.8 (Cao)
- M6 ta: L& hong trong SmartScreen _ .
CVE- cho phép déi twong tin cong virot qua https.//msrc.ml.cr.osoft.com/update-
8 2024- co ché bao Ve guide/vulnerability/CVE-2024-
29988 - Anh huc’mg:.Windows 10, Windows 219988
11; Windows Server 2019, 2022
CVE- https://msrc.microso_fpcom/up
2024- - Piém: CVSS: 8.8 (Nghiém trong) date-guide/vulnerability/CVE-
21322 A s 1 X LA : 2024-21322
CVE - MO ta: L6 hong trong Microsoft https://msrc.microsoft.com/u
i Defender for IoT cho phép d6i tugng pS.IMmSTC. . P
9 2024- tAn c6ng thue thi ma tir xa date-guide/vulnerability/CVE-
21323 - Anh h%rc”yn.  Microsoft Defender for | 2024721323
CVE- loT g https://msrc.microsoft.com/up
2024- date-guide/vulnerability/CVE-
29053 2024-29053
- Piém: CVSS: 8.1 (Cao)
CVE- . MO ta: Lf) h"f‘ g trong Outlook for https://msrc.microsoft.com/up
Windows lam 16 lot NTML hash, cho . -
10 | 2024- e LA ...+ | date-guide/vulnerability/CVE-
20670 phép doi twong tan cong thuc hién tan 2024-20670
cong gia mao (spoofing) i
- Anh huong: Outlook for Windows
- Piém: CVSS: 7.8 (Cao)
CVE- - M t: L6 hong trong thu vién https://msrc.microsoft.com/up
nguon m¢ libarchive cho phép doi . .
11 | 2024- LA C date-guide/vulnerability/CVE-
26256 tugng tan cong thuc thi méa tir xa 9024-26256
- Anh huong: Windows 11; Windows )
Server 2022
CVE- ) fl)\;leAth\iS:ShZS (Ct:ao) Mi ft https://msrc.microsoft.com/up
12 | 2024- -Excec: c?].o (;1, Oggi :322 tilgrgsé?] date-guide/vulnerability/CVE-
26257 phep dot tuong tan Cong | 5454 26257

thuc thi ma tr xa




STT CVE M6 ta Link tham khao

- Anh huéng: Microsoft 365 Apps for
Enterprise, Microsoft Office LTSC

for Mac
CVE- https://msrc.microsoft.com/up
2024- date-guide/vulnerability/CVE-
26221 2024-26221
CVE- https://msrc.microsoft.com/up
2024- date-guide/vulnerability/CVE-
26222 2024-26222
CVE- https://msrc.microsoft.com/up
2024- L _ date-guide/vulnerability/CVE-
26223 :Dl\;leémié(':vL%S.hgr? (thc?g Windows 2024-26223
CVE- DNS Ser.ver cho p%ép 4 (% frong tAn https://msrc.microsoft.com/up
13 | 2024- cong thyc thi mé tir xa : date-guide/vulnerability/CVE-
26224 . L : 2024-26224
- Anh huong: Windows Server 2016, .
CVE- 2019. 2022 https://msrc.microsoft.com/up
2024- ’ date-guide/vulnerability/CVE-
262217 2024-26227
CVE- https://msrc.microsoft.com/up
ggggl date-guide/vulnerability/CVE-
2024-26231
CVE- https://msrc.microsoft.com/up
32333 date-guide/vulnerability/CVE-
2024-26233
- Piém: CVSS: 6.7 (Cao)
- M6 ta: Lb hong trong Proxy Driver
CVE- cho phép déi tuong tAn cong thuc hién | https://msrc.microsoft.com/up
14 | 2024- tan cong gia mao (spoofing) date-guide/vulnerability/CVE-
26234 - Anh huang: Windows 10, Windows | 2024-26234

11: Windows Server 2008, 2012,
2016, 2019, 2022

2. Hwéng din khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban va cho céc 16 hong bao mat
néu trén theo huéng dan caa hang. Cac don vi tham khao cac ban cap nhat phu hop
cho c4c san pham dang sir dung tai link nguén tham khao cuaa phu lyc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide

https://www.zerodayinitiative.com/blog/2024/3/12/the-march-2024-
security-update-review

https://www.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-
update-review




PHU LUC 02

Théng tin vé cac 16 hong bao mat trong phan mém PAN-OS

1. Théng tin cac 16 hong bao mat

Mé ta: L6 hong CVE-2024-3400 (Piém CVSS: 10) anh huong trén phan
mém PAN-OS trong gateway GlobalProtect hién dang bi st dung dé khai thac.
Ddi twong tan cong khai thac 16 hong chén 1énh nay co thé thuc thi ma tir xa Voi
quyén root trén tuong hra. LS hdng gay anh huang cho tuong lira cau hinh trén
GlobalProtect gateway va telemetry cua thiét b.

L& hong nay anh hwéng dén cac phién ban:
- PAN-OS 11.1 trudc ban 11.1.2-h3
- PAN-OS 11.0 trudc ban 11.0.4-g1
- PAN-OS 10.2 trudc ban 10.2.9-h1

Ban va cho cac phién ban bi anh hudéng duoc phat hanh ngay 14/04/2024,
nguoi dung nén cap nhat ngay khi kha dung.

Dwéi day la mot s6 ToC dwoc ghi nhan:
- Update.py

- 3de2a4392b8715bad070b2ae12243f166ead37830f7c6d24e778985927f9¢c
aac

5460b51da26c060727d128f3b3d6415d1a4c25af6a29fef4cc6b867ad3659078
- 172.233.228[.]93
- hxxp://172.233.228[.]93/policy
- hxxp://172.233.228[.]93/patch
- 66.235.168[.]222
2. Hwéng din khic phuc

Trudc mat, ngudi dung nén bat Threat ID 95187 va dam bao cac bién phap
bao mat 15 hong da dugc 4p dung cho GlobalProtect. Trong truong hop khong
thé bat Threat 1D 95187, nguoi dung nén tam thoi tat chic niang telemetry trén
thiét bi cho toi cap nhat ban vé va chi nén bat lai sau khi da cap nhat ban va. Cac
budc dé thuc hién viéc tit telemetry nhu sau:

1. Device > Setup >Telemetry;

2. Chon widget Telemetry;

3. Bo chon muc “Enable Telemetry”;
4. Bam OK d¢ luu thay doi.



3. Tai liéu tham khao
https://security.paloaltonetworks.com/CVE-2024-3400
https://lwww.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040
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